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These instructions explain how to work with the user administration in the GridVis Desktop
software.

Content
= = Creating a user directory
= = Creating an admin
= = Creating a read-only user.

= = Connecting a project to the user directory
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1 Creating a user directory

B Griavis 7.3 - o X
File Edit View Tools Window Help Q|
FRIREC1E] ¢ (FA2CL
Projects x o1 | [ Welcome Window x| Overview Window  x RO
- {l] New_Project MySQL Ready ~
A i ot s T E Further hints far work with Gridvis
Step 1: Activation (required)
In several places of GridVis you may get access to more functions by use of right mouse
Each installation of Gridvis must be activated. button.
o do 5o use the license manager.
Import license 2) B
user administration (2)
,,f G i
‘This application offers a detaled user administration.
user administration overview
Step 2: Setup project
For working with GridVis you need to have atleast ane opened project.
FFor apening a project you may use one of the options below.
‘Open Project =)
Create new project
m Gpen existing project
u Import project from older versions of this software
ValueExplorer Window x | =]
Oriine. Historical values tens )
p 3: Setup devices
o device selected

1f you have a project opened you may add one or more devices to the
project.

Devices induded in @ project allows you to configure the, to fetch
recorded data from them or show ther data in graphs or

y-view,
To add a device to your project you may use one of the options below.
Add device(s) to project

[E rct rew ceve

® | Import device list from csv-fle

(O Refresh

Nov 26, 2018 3:14:09 PM CET (GMT+01:00) |

Click the user administration overview button.

If you connect your GridVis installation to a user directory, you must be logged in to

this directory for certain actions.

B Grigvis 7.3 - o b4
File Edit View Tools Window Help @ ]
ER O CONKXS e

Projects x| 1 | 5] Welcome Window x| Overview Window _ x | & User admnisiration overview x| IO
@ New_Project MySQL Ready S —

user administration overview
A user realm defines al users and what they can do with this application. You can enly connect to
one reaim at a time.

State: user reaim needed  More Informaton...
Realm actions (& Name:--
o -
n |8 Create a new security reaim e e
T Comect 10 5 Secuty reamm
- user actions
{88 Import 2 security reaim configuration

(<)

security events.

Q)

Step 2 Configure user and their permissions.

QJ seauritytog
The next step is to customize the user realm for your needs.
Note: Please login first.

Realm actions
User management actions

Step 3: Seaure your projects
Next step is to setup your projects to use the user security

Once set only appications with the same secruity reaim can open the project. Right dick on a
praject and choose Properties. On the left you wil find the security.

ValueExplorer Window x |
Online. Historical values

o device selected

(O Refresh

Now 26, 2018 3:14: 14 PM CET (GMT+01:00) |

ll Click the Create a new security realm hyperlink.
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ﬂ Create a new security realm x

Steps Select a database

Dambasen {as P

1. Select a database

< Back Mext = Finish Cancel Help

ll Click the Database type dropdown button.

ﬂ Create a new security realm x
Steps Select a database
1. Select a database
Database type v 0
n Janitza DB
Py SOL
MS-S0L
< Back Mext = Finish Cancel Help

ll Select the desired database type from the list.
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ﬂ Create a new security realm x
Steps Select a database
1. Select a database
2. Configure Janitza DB Database type |Janitza DB [ |°
connection

3. Set admin user password

< Bau:ln Finish Cancel Help

ll Click the Next button.

E Create a new security realm >

Steps Configure Janitza DB connection

1. Select a database
2. Configure Janitza DB Path to a project using Janitza DB

connection
3. Set admin user password | | n[

« Back Mext = Finish Cancel Help

ll Click the Search file path button.
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2 Choose main folder of a Janitza DB project

B Choose main folder of a Janitza DB project x
Look in: My_first_praoject w |‘j‘€ v
db
=1 (Do
Zuletzt verw... Jasic
symbols
topology
- usertrees
Desktop
A=
Dokumente
Dieser PC
@ v lle Sy = SE i, stricker \Documents\GridVisProjects\My_first_project n|| Select folder
Netzwerk Files of type: | Folder — Cancel

Il Choose a project folder and click the Select folder button.

Create a new security realm Mo user is logged in.

a new security realm X s
Configure Janitza DB connection lents

a database

gure Janitza DB Path to a project using Janitza DB og

2ction

3 sers\max.stricker \Documents\GridvisProjects\My_first_project 0 .
min user password | | H .

Il Click the Next button.
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3 Create a new security realm

E Enter the desired password in the Password input field and repeat this in the Verify
password input field.

Click the Finish button.

1 A new user directory is automatically created with the administrator user admin.

B Giiavis 7.3 - o x
File Edit View Tools Window Help [QF Searchin Projects (ctri+I]
EL OBk e

Projects x =1 || 5] welcome Window x| Overview Window  x | &, user administration averview x| (B

[l New_Project_MySQL R
B e LSl Step 1: Connect to a user reaim

A user reaim defines al users and what they can do with this application. You can orly connect to

user administration overview

one reaim at a time. o

Realm actions [¥)]  Name:JanDB

B e e Bl | 1. Jcrtoe Has Ac-5ub0-SS0cede 51
No user s logged in.

Step 2: Configure user and their permissions.
The next step is to customize the user realm for your needs.

Note: Please login first n
ogn

User management actions

user actions (2,

9 open user management

security events (2
Step 3: Seaure your projects O searitylog
Next step is to setup your projects to use the user security.
Once set only appications with the same secruity realm can open the project. Right dickon a P G

project and choose Properties. On the left you wil find the security.

(§ Create a new secunty reaim

|8 Connect to a security reaim
ValueExplorer Window x | a | B Edit the security reaim connection

Online Historical values [ Disconnect the user realm
i) 1mport  security reaim configuration

o device selected @ Export security reaim configuration

O Refresh

Nov 26, 2018 3:15:21 PM CET (GMT +01:00)

Click the Login hyperlink.

B Login by
Please enter your credentials to login on a security provider,

® State: ready

Mame: JanDB
ID:  7c77bBe3-f465-4c80-9ab0-9fc30cede 181

|sername admin

Password TITIIL

Conce

Enter the user name and the chosen password.
Click the OK button.
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E Click the OK button.

1 The user name of the default administration user is admin.
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4 Add a new user

B Griavis 7.3 - o X

Q- Search n Projects (Ctri+]

File Edit View Tools Window Help
I X

Projects x| o1 || 25 Welcome Window x| Overview Window _ x | & user administration overview x| RO
@[ New_Project MysSQL

Step 1: Connect to a user reaim

A user realm defines al users and what they can do with this application. You can only connect to
one reaim at a time.

user administration overview

State: ready
Realm actions (¥ Name:JanDB
ID:  7c77bBe3-f465-4c80-9ab0-9fc30ce 4 181

User admin is logged in.
Step 2: Configure user and their permissions.
user actions

The next sten s to customize the user realm for your needs. &
Note: Please login first.

User management actions (2 Change own password
Logout
r
_security events (Al
Step 3: Secure your projects O seawitytog
Next step is to setup your projects to use the user security,
Once set only appications with the same secruity realm can open the project. Right dick on a Realm actions (2)
project and choose Properties. On the left you will find the security. =4
[ Create a new security reaim
None of the nodes selected B {8 Connect to a security reaim
ValueExplorer Window x | = [ Edit the security realm connection
Orine Historical valoes [ Disconnect the user resin
{98 Import 2 security realm configuration
o device selected @) Export security realm configuration
@ Refresh

Nov 27, 2018 10:55:57 AM CET (GMT+01:00) |

To add, configure and remove users, click the Open user management hyperlink.

B Giidvis 7.3 - o X

Q- search n Projects (Ctr+]

File Edit View Tools Window Help

LI E 3N YT

Projects x| Welcome Window x | Overview Window  x | i user x | & user admini * EO
@[l New_Project_MySQL e & & =) 2
Newuser  Remove user(s) Save | Discard changes

& Username Password Roles. State

Exception

admin ] 1 roles [&] unchanged [l o ervor

None of the nodes selected *

Valuekxplorer Window x | =
Crline Historical values

o device selected

(O Refresh You have the permission to view 1 of 1 users.

Nov 27, 2018 10:56:03 AM CET (GMT+01:00) |

Click the New user button.
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BB Giavis 73 - o X
File Edit View Tools Window Help Qp Search n Projects (Cti+T
EYHDCOM*LF e
Projects x [=] Overview Window x| K user x| & user x RO
-] New_Project MySQL 2e ) ®
move user(s) Save ‘Dswdmms
Password State Exception
. Land [2] unchanged [ Mo error
n:mm ] e ™ o emor
None of the nodes selected x
ValueExplorer Window x| a
Orline Historical values
o device selected
O Refresh You have the permission to view 1 of 1 users.
Nov 27, 2018 10:56:08 AM CET (GMT+401:00) |
- Click the Username input field.
B Grigvis 7.3 - o b3
File Edit View Tools Window Help Q- Search n Projects (Cti+L
LT EE L T
Projects x| 1 || = Welcome Window x| Overvien Window ¢ | G user | Gy user x (HEE
[l New_Project_MySQL A & ) ®
Newuser  Remove user(s) Save | Discard changes
4 Username Passnord Roles State Exception
admin A T 1 roles ] unx -hanged T'\nm-n
Readonty [}~ e B o oo

None of the nodes selected

ValueExplorer Window x |

Online Historical values

o device selected

@ Refresh

You have the permission to view 1 of 1 users,

Click the change password button.

Nov 27, 2018 10:56:25 AM CET (GMT+01:00) |
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Password >
@

Mew Password:

Mew Password (repeated): ssssssss
o ==

After choosing and repeating a new password in the input fields, click the OK button.

B Griavis 7.3 - o X
File Edit View Tools Window Help 2E " Projects (Ctri+]
EYDCOEKOF GEE®
| Projects x| 1 || 25 welcome Window x | Overview Window _x [ (8 user x| & user x HHEO
@ New_Project MySQL & & ) ®
Newuser  Remove user(s) Save Discard changes
4 Username Password Roles State Exception
Readonly ] ool Dn No ermor
i ] 1 roles ] Changed
‘M)nanﬁ.‘rmmdssde(hzd x
ValueExplorer Window x 5]
‘mum Historical values
o device selected
‘ () Refresh You have the permission to view 1 of 1 users.
Nov 27, 2018 10:57:01 AM CET (GMT+401:00) |

Click the configure roles button.
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B Gidvis 73 [m]
File Edit View Tools Window Help Qp Search n Projects (Cti+T
EL 9Bk F G

Projects x 1 || 2] welcome window x| Overview window x | [ user x| & user x RO
@ {8 New_Project MySQL Ready & &
New user  Remove user(s)

l’:a‘x
Save | Discard changes

4 Username Password Roles State Exception
Readonly - I 1 roles [2] unchanged [ Mo error |
admin Laaad ] 1 rokes ] Ghanged | No error
B roles X
4 Role name: assigned Permissions ﬁ
ADMIN O 169 permissions L
ALARMSVSTEM_ACKNOWL... [] 24 permission: D
ALARMSYSTEM_fOMIN [ -.smn
ValucExplorer Window x| = cusTo aovn O ssions o
Orine Hitorical values 08 _ADHIN O o
e ——— 1CE_ADMIN O m|
ENERGY_CREATE O
ENERGY_DELETE O 30 permissions
ENERGY_READ O 32 permissions
ENERGY_UPDATE O ]
EXPORT_ADMIN O 30 peirmis o
FOLDER _ADHIN O 26 per
GRAPH_ADMIN O 26 per
JASIC_ADMIN O 30 permis:
MID_ADMIN [m} 24 permissions
OPCUA_ADMIN O
PROJECT_ADMIN I:I
PROJECT_PROPERTIES_A,.. [J .
Select al Deselect al Invert selection
O Refresh You have the permission to view 2 of 2 users. .
o =S

Click the show permissions button to see the permissions of the corresponding role.

B ciavie 73 [u] b
File Edit View Tools Window Help earch in Projects (Ctri+
@Ok GEa®

21 || 5| welcome Window x | Overview Window  x | §f§ user management  x | &, user admini o x (RO
& & ‘

Newuser  Remove user(s)

ru‘x
Save | Discard changes

4 Username Passnord Roles State Exception
Readanly = [ 1 rotes L] unchanged [ o ervor &l
admin - ] 1oles ] changed N0 error
B roies
- Role name sssigned Permissions &
ADMIN — 4 ol 2
ALARMSYSTEM_ACK] BB 24 permissions x
ALARMSYSTEM_apt{.0ad config fle from disk s
Load config fik from device
ValueExplorer Window x | =] Read the device connection fns ]
Sshow the device list Il
Online. Historical values Read the current sched.e for tme synchronizaton| b
DEVICE_ADMIN  Synchronize the device fns
o device selected enency cpeare [REad the cument schedue for device
== Bynchronization r
ENERGY_DELETE  View a TimeManagementConfig
- ead the current export
ENERGY READ  Raad 2 modbus profie s
ENERGY LppaTe  Read a folder frs
Read & graphset .
EXPORT_ADMIN  Read a jasic fie from device s ]
. Read a jasic fie from disk
FOLDER_ADH
PLDER_ADYIN |\ iate an item from the alarm system I
GRAPH_ADMIN  Read anitem from the alarm system tns
- . Read current values configuration
RSO ADMIN B et e s
MID_ADMIN Execute a saved report E
— List schedules for the report
CPEUAADIN  |open a project trs g
progEcT_povin Reada tmeplan =
PROJECT_PROPERT] fns B
el v
oL _:an:li

@ Refresh You have the permission to view 2 of 2users.

- Click the Close button.
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. Roles

= Role name
EMERSY _CREATE

EMERGY_READ
EMERGY_LIFDATE
ExPORT _ADMIN
FOLDER _ADMIM
GRAPH_ADMIM
JASLE_ADMIN
MID _ACMIN
CPCUa_ADMIN
PROJECT _ADMIN

READ_ORLY

REPORT _ADMIN
SERNMER. _ADMIN
TIMEPLAMN_ADMIMN
ToPC_ADMIN
WALLESCOMNFLG_ADMIMN

assigned

Permissions
24 permissions

EMERGY_DELETE n

PROJECT _PROPERTIES ..

I B |

B0 permissions
2 permissions
O permissions
B0 permissions
L6 permissions
L6 permissions
[0 permissions
['4 permissions
L2 permissions
LOG permissions
2 permissions
'3 permissions
9 permissions
H4 permissions
L& permissions
' permissions

b4 permissions

>

[0 E T ([ [ (e e ] ) T T

3

> |

£

Selectal | Deselectal | Invertselection |

|DK

| [ cone

Select the desired roles from the list using the checkbox.

Janitza’®
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. Roles

= Role name
EMERSY _CREATE

EMERGY_DELETE
EMERGY_READ
EMERGY_LIFDATE
ExPORT _ADMIN
FOLDER _ADMIM
GRAPH_ADMIM
JASLE_ADMIN
MID _ACMIN
CPCUa_ADMIN
PROJECT _ADMIN

READ_ORLY

REPORT _ADMIN
SERNMER. _ADMIN
TIMEPLAMN_ADMIMN
ToPC_ADMIN
WALLESCOMNFLG_ADMIMN

PROJECT _PROPERTIES ..

assigned

I

Permissions
24 permissions

20 permissions
32 permissions
50 permissions
30 permissions
26 permissions
26 permissions
20 permissions
24 permissions
28 permissions
106 permissions
32 permissions
23 permissions
29 permissions
44 permissions
26 permissions
26 permissions

&4 permissions

Selectal | Deselectal | Invertselection |

Click the OK button.

[0 E T ([ [ (e e ] ) T T

£

Janitza’
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BB Giavis 73
File Edit View Tools Window Help ear s
EL 9Bk F G
Projects x 1 | [ 5] welcome window x| Overview window x| [ user x| & user x EO
-] New_Project MySQL 2e a & ®
Newuser R Save changes

& Username Password Roles State Exception

Reatrly o o o

adesin - 1 roles | chang . No error

Nane of the nodes selected

ValueExplorer Window x|
Orline Historical values

o device selected

(O Refresh

You have the permission to view 1 of 1users.

Nov 27, 2018 10:57:51 AM CET (GMT+01:00) |

Click the Save button.
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5 Connect project to user administration

B Griavis 7.3

= o X
File Edit View Tools Window Help

]m‘
FLICYE-T EA~E X LT .

[ Projects 1 | [ ] welcome window x | Overview Window _x | [ user x| & user x RO
1 W
Newuser  Removeuser(s) | Save 7\‘0«;\1@«‘
& Username Password Roles State Exception
Readonly L [L] 1 roles [] unchanged [.] no emor
admin e ] 1 roles ] Unchanged ] No ermor

None of the nodes selected

x
ValueExplorer Window x | =]
Orline Historical values

o device selected

(O Refresh

You have the permission to view 2 of 2 users.

Nov 27, 2018 10:58:48 AM CET (GMT+01:00) |

Right-click: your project.

B Giidvis 7.3 - o X
File Edit View Tools Window Help

e
TR E I

rm;tsx 1 |[ 5] welcome Window x | Overview Window x| i user x| & user admini x (RO

- 5 & & a x

Newuser  Remove user(s) Save Discard changes

Close

| & Username Passiord Roles State Exception
Properties I Readanly o [ 1 roles [L] unchanged [ o error m

" fren roles P propem

Online recording > admin 1 roles ] Unchanged ] Mo ermor

Import Database

ValueExplorer Window x |
Online Historical values

o device selected

@ Refresh You have the permission to view 2 of 2 users.

Nov 27, 2018 10:58:52 AM CET (GMT+01:00) |

Click the Properties list item.
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! Mew_Project_WySOL

Categories:

—o ==

i @ Alarm notification

q
Project’s startup

i @ Device synchronization
&- o Scheduling

@ Device synchronization
> 2 Online recording

L @ Device ime synchronization

Project description

*

II Click the Access tree item.

Conce
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BB New_Project_MysQL H

Categories:

Description Please select a method of securing your project:
Alarm notification nl Use no security for this project VI

ACCEss
H tartu This project has no security. You can choose between two configurations.
mJF § star p_ ) The password based approch uses a simple password to secure a project.
Device synchronization The user access conrol allows a fine grained security for multiple users with a central configuration.

Scheduling
@ Device synchronization

2 Online recording

2 Device time synchronization

Conce

Il Click the dropdown button.
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BB New_Project_MysQL H
Categories:
2 Description Please select a method of securing your project:
@ Alarm notification Use no security for this project ~
* B Use no security for this project
- @ Projects startup
' """ 2 Device synchronization n |Use the user administration.
B~ @ Scheduling

# @ Device synchronization

= @ Online recording
L @ Device time synchronization

Conce

II Click the Use the user administration list item.

page 18 of 20




create user directory | 03.12.2018

Janitza’®

B Mew_Project_WySOL

*
Categories:
Description Please select a method of securing your project:
Alarm notification {se the user administration. L
Access
Project's startu
FOJSCLS StArip State: ready
Device synchronization
] Mame: JanDB
Scheduiing ID: 7c77h8e3-f465-4c80-82b0-9fcI0cede 181
- @ Device synchronization
2 Orline recording The shown user realm should be used to secure this project.
L @ Device time synchronization
Cancel
Bl Cick the OK button.
B Giidvis 7.3 - o x
File Edit View Tools Window Help [Q- Searchin Projects (cti+1]
EY 900X S GEE®
Projects x 5] Welcome Window x | Overview Window _ | il user x | g user x YEOE
- Iﬂm & & Y »®
Newuser  Remove user(s) Save Duscard changes
& Username Password Roles State Exception
Readonly fnn .. 1 roles ] unchanged
i

ValueExplorer Window x |

Orline Historical values

o device selected

O Refresh

Unchanged

You have the permission to view 2 of 2 users.

Nov 27, 2018 11:00:01 AM CET (GMT +01:00)
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6 Summary

Please enter your text here.
User directory
A simple user directory with 2 users was created.

This can be extended according to your own ideas and the users can be provided with
individual rights.

Good to know
The created user directories are automatically valid for the login to the GridVis Service.
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